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Data Classification Standard

This standard defines the levels of data classification as defined by the Washington State Office of the Chief Information
Officer. All employees sharing electronic data are responsible for reviewing and following the current standard.

SCOPE

This standard defines specifically how Grays Harbor College classifies data, how to electronically transmit the different
levels of data, and storage requirements per data classification. These procedural elements are in support of the Grays
Harbor College Security Strategy.

EXEMPTIONS

There are no exceptions to this security standard.

STANDARD

Information has four data classifications, defined as:

Category 1 — Public Information
Public information is information that can be or currently is released to the public. It does not need protection from
unauthorized disclosure, but does need integrity and availability protection controls.

Electronic transfer and storage of Category 1 data is not restricted.

Category 2 — Sensitive Information
Sensitive information may not be specifically protected from disclosure by law and is for official use only. Sensitive
information is generally not released to the public unless specifically requested.

It is recommended that sensitive data being transferred outside the Grays Harbor College network electronically or
stored on a mobile device (thumb drive, mobile phone, tablet, but excludes Laptops) be password protected. Electronic
transfer inside the college network is allowed and unrestricted.

Category 3 — Confidential Information
Confidential information is information that is specifically protected from disclosure by law. It may include but is not
limited to:

= Personal information as defined in RCW 42.56.590 and RCW 19.255.010.

* Information about public employees as defined in RCW 42.56.250.

= Lists of individuals for commercial purposes as defined in RCW 42.56.070(9).

= Information about the infrastructure and security of computer and telecommunication networks as defined in
RCW 42.56.420.

Category 3 data can be electronically transferred internally, with appropriate care. The preferred method is via secure
network folders where everyone with access is authorized to see the data, or by email and marking the email as
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http://apps.leg.wa.gov/RCW/default.aspx?cite=42.56.590
http://apps.leg.wa.gov/RCW/default.aspx?cite=19.255.010
http://apps.leg.wa.gov/RCW/default.aspx?cite=42.56.250
http://apps.leg.wa.gov/RCW/default.aspx?cite=42.56.070
http://apps.leg.wa.gov/RCW/default.aspx?cite=42.56.420
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confidential or private. Category 3 data may only be transferred or stored on a mobile device outside the college if the
files are password protected. Transfer and storage on a mobile device of Category 3 data must be specifically authorized
and documented (such as through email) by a supervisor or administrator.

Category 4 — Confidential Information Requiring Special Handling (FERPA, HIPPA, PCl, etc.)
Confidential information requiring special handling is information that is specifically protected from disclosure by law
and for which:

= Especially strict handling requirements are dictated, such as by statutes, regulations, or agreements.
= Serious consequences could arise from unauthorized disclosure, such as threats to health and safety, or legal
sanctions.

Category 4 data can be transferred internally, with appropriate care. The preferred method is via secure network
folders where everyone with access is authorized to see the data, or by email and marking the email as confidential or
private. Category 4 data may only be transferred or stored on a mobile device outside the college if the files are
password protected. Transfer and storage on a mobile device of Category 4 data must be specifically authorized by
an Executive Team member and documented (such as through email).

Examples include, but not limited to:

= Banking/Financial account information, Credit Card Numbers, P-Card data — PCl
=  Employee and Student Social Security Number (SSN)

= Academic records of matriculated students

= Educational records protected by FERPA

= Medical Records, including psychological/counseling records protected by HIPPA

REDACTION

If sensitive or confidential information is redacted in a document, the document will take on the Category of the
remaining non-redacted information.

Example: If a document has all Category 2, 3, & 4 data redacted, it becomes a Category 1 document.
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Appendix A — Revision History and Change Log

Date Name Notes

1/5/2017 Andrew Glass Drafted initial standard

1/7/2017 IT Security Team Reviewed and approved initial draft

1/11/2017 Kristy Anderson Recommended minor changes and approved

1/19/2017 Data Custodians Recommended specifying preferred method of transfer and approved
Has concerns about impact to his ability to support public records

2/16/2017 Darin Jones requests. Suggested adding applicable exempt language and softening
category 3 language from required to recommended.

2/23/2017 Technology Commission | Reviewed and approved.

3/23/2017 Data Custodians Added preferred method to language; Approved.

4/4/2017 Cabinet Approved.

9/6/2018 Ralph Hogaboom Added note about documentation to section on cat3 data.

9/11/2018 Andrew Glass Added similar note to above on cat4 data.

10/8/2018 Andrew Glass Updated Category 3 definition as defined by OCIO 141.10

11/14/2018 Andrew Glass Added live links to the RCWs.

5/10/2019 Andrew Glass Included storage on mobile devices.

5/30/2019 Andrew Glass Technology Advisory Committee endorsed changes

January 2017 | Page 3




